Study Task 3: The Digital Forensics Process

You have been employed by WCS Forensics within their Cybersecurity
Department.

Part of your remit will be providing cybersecurity training and advice for clients
and small businesses, who have requested the services of WCS Forensics.

Finnart Street Insurance Services have requested advice on the following:

1. Put together a training outline document regarding the Digital Forensics
Process, with details of what important steps should be undertaken at
each of the following key stages of the Digital Forensics Process:

¢ |Incident response
e Managing digital evidence
e Preparing forensic documentation

2. List and provide a brief description of some digital forensics hardware
and software tools that could be used during the three key stages of the
Digital Forensics Process.

3. Search the internet for the current UK Forensic Science Regulator’s
Codes of Practice and Conduct (Forensic Science Regulator, 2011).
List some of the benefits of this for digital forensics investigators.
Why is it necessary for a Digital Forensics Lab to be compliant with this?

4. Whatis ISO 17025 in relation to Digital Forensics Labs, and why is it
important in this field?



