
Windows Firewall Whitelisting Tutorial 
Whitelisting in Windows Firewall allows you to specify specific programs, 
applications, or IP addresses that are allowed to communicate with your computer, 
even if the firewall is blocking all other incoming traffic. This can be useful for 
troubleshooting problems with specific programs or applications, or for allowing 
certain services to function even when the firewall is enabled. 

To whitelist a program or applica�on in Windows Firewall: 

1. Open Windows Firewall with Advanced Security. 

2. Click on the Inbound Rules tab. 

3. Click on the New Rule button. 

4. In the New Inbound Rule Wizard, select the Custom Rule type and click Next. 

5. In the Protocol and Ports section, select the type of traffic that you want to 
allow and the specific ports that you want to open. 

6. In the Scope section, specify the IP addresses or ranges of IP addresses that 
you want to allow to connect to your computer. 

7. In the Action section, select Allow the connection and click Next. 

8. In the Profile section, select the network profiles that you want the rule to 
apply to. 

9. Click Next and then Finish to create the rule. 

To whitelist an IP address in Windows Firewall: 

1. Open Windows Firewall with Advanced Security. 

2. Click on the Inbound Rules tab. 

3. Right-click on the Inbound Rules and select New Rule. 

4. In the New Inbound Rule Wizard, select the Custom Rule type and click Next. 

5. In the Protocol and Ports section, select All Programs and click Next. 

6. In the Scope section, select the IP address that you want to allow to connect 
to your computer. 

7. In the Action section, select Allow the connection and click Next. 

8. In the Profile section, select the network profiles that you want the rule to 
apply to. 

9. Click Next and then Finish to create the rule. 



Once you have created a whitelist rule, the program, application, or IP address that 
you specified will be allowed to communicate with your computer, even if the firewall 
is blocking all other incoming traffic. 

Note: It is important to only whitelist programs, applications, and IP addresses that 
you trust. If you whitelist a malicious program or application, it will be able to 
communicate with your computer without restriction. 

Troubleshoo�ng 

If you are having problems with a specific program or application, you can try 
whitelisting it to see if that resolves the issue. To do this, follow the steps above to 
create a whitelist rule for the program or application. 

If you are still having problems, you can try whitelisting the IP address of the server 
or website that the program or application is trying to connect to. To do this, follow 
the steps above to create a whitelist rule for the IP address. 
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