WINDOWS FIREWALL
LAB

Windows Defender Firewall (Windows 10)

Firewall and Network Protection Settings
Microsoft Windows Firewall formerly known as Internet Connection Firewall



Windows Firewall Lab.

Lab information:
Windows Firewall (officially called Windows Defender Firewall in Windows 10), is a firewall
component of Microsoft Windows. It was first included in Windows XP and Windows Server
2003. Prior to the release of Windows XP Service Pack 2 in 2004, it was known as Internet
Connection Firewall. With the release of Windows 10 version 1709, in September 2017, it was
renamed Windows Defender Firewall as part of the "Windows Defender" branding campaign.

In this lab, you will change a number of firewall settings to stop certain traffic from being used on
a Windows 10 machine.

Step 1:

Search for firewall within the Windows search bar.

Windows Defender Security Center

x Q &
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“? Firewall & network protection

View network connections, specify Windows Defender Firewall settings,

and troubleshoot network and Internet problems.

Domain network

Firewall is on.

%@ Private network (active)

Firewall is on.

3 Public network

Firewall is on.

Allow an app through firewall
Network and Internet troubleshooter
Firewall notification settings

_Advanced settings

D @ Filters ~~
Best match

M Firewall & network protection
System settings

Settings
¥ Windows Defender settings
Check firewall status
Windows Defender Firewall
Allow an app through Windows Firewall
Windows Defender Security Center
Apps

W Windows Defender Firewall with
Advanced Security

Search suggestions

p firewall - See weh results
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The firewall and network protection
area shows us the firewall status
with a basic view.



We are required to open the Windows Defender Firewall. This is a more advanced version of
the above option.

@ Windows Defender Firewall — [m] X
L Q < System and Security » Windows Defender Firewall v @ Search Control Panel -l
Control Panl Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicicus software from gaining access to your

Allow an app or feature PC through the Internet or a network.
through Windows Defender
Firewall .
l ° Private networks Connected |
) Change notification settings
G Turn Windows Defender Netwaorks at home or work where you know and trust the people and devices on the netwark
Firewall on or off
& Restore defaults Windows Defender Firewall state: On
L Incoming connections: Block all connections te apps that are not on the

Ad d setti
lvanced settings list of allowed apps

Troubleshoot etwork
foubleshaot my netwer Active private networks: D Network 2

Motification state: Motify me when Windows Defender Firewall
blacks a new app

l ° Guest or public networks Not connected |

Seealso
Security and Maintenance

Metwork and Sharing Center

Let’s open the advanced settings from the left-hand sidebar.

@ Windows Defender Firewall with Advanced Security - [m} >

File Action View Help

== H=

@ Windows Defender Firewall wit] [0 el i e ]

on Local Computer Actions

&3 Inbound Rules
Outbound Rules
%% Connection Security Rules o Import Palicy...

B Monitoring = ExportPolicy..
Overview - Restore Default Policy
Domain Profile

@' Windows Defender Firewall is on

| Windows Defender Firewall ... &
ﬁ Windows Defender Firewall with Advanced Security provides network security for Windows computers.

Diagnose / Repair

View 4
O Inbound connections that do not match a rule are blocked
- |G Refresh
'@' Qutbound connections that do not match a rule are allowed.
El Properties
Private Profile is Active
Help

r@' Windows Defender Firewall is on.

Q Inbound connections that do not match a rule are blocked
'@' Outbound connections that do not match a rule are allowed.
Public Profile

r@' Windows Defender Firewall is on.

O Inbound connections that do not match a ule are blocked
'@' Outbound connections that do not match a rule are allowed.

@ Windows Defender Firewal Properties

Getting Started -

Authenticate communications between computers

Create connection security rules to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol security {IPsec)

@ Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or ports. You can also allow a connection anly if
it is authenticated, or if it comes from an authorized user, group, or computer. By default, inbound connections are
blocked unless they match a rule that allows them, and outbound connections are allowed unless they match a ule that
blocks them
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Step 2:
Now, we will create an outbound FW rule that blocks HTTP traffic on the PC. Firstly, let’s
browse to a few HTTP websites to prove that HTTP is currently working.

5] »EI‘EN\bbler—Tes(anywebs X | 4+~ — X
<« > O o @ nibblersilktide.com. * = 72 e

% nibbler Home  About Proversion  Blog

Test any website

Over 5,715,376 websites tested

RS o
. ~ ‘W <
e

FEll O Type here to search

B 5|ETestS\te ><|+ v _
& = (i3] Y (0 webscantest.com T £ 7 e

Web Scanner Test Site

This site is setup to test automated Web Application scanners like AppSpider
Tou can view a sample report at http://webscantest.com/report

DB tests:
DB Inject Tests Blind SQL Tests

CSRF tests:

Cross Site Scripting Tests CSREF Tests

CORS tests:

TS tests:

SOAP SPA page REST SPA page React versions Angular Versions

Basic tests:

Pick a category N

OS Command Inject Tests Java Grinder Tests Directory Browse Tests Resource Finder Tests Malicious iFrame detection

Now, let’s open the Windows FW and create a new outbound rule...
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We will choose the port option.

& New Outbound Rule Wizard [
Rule Type ke
Select the type of firewall rule to create. ite
Steps: El
& Rule Type What type of ule would you like to create? El
@ Protocol and Ports E
@ Action () Program i
@ Profile Rule that contrals connections for a program. R
@ Mame @ Port ke
Rule that controls connections for a TCP or UDF part. ke
O Predefined: il
AllJoyn Router I
Rule that controls connections for a Windows experience.

() Custom ite
Custom rule. ite
ke
ke
te
te
te
te
n
ke
Il
< Back Next > Cancel ke
n

T NI COTE (METWOTKITTT = WILTICAST LISTENEr 0., COTE INETWOTEIT AT L= IO T Lalaly

When asked at the next stage, we will type port 80.

ﬂ Mew Outbound Rule Wizard

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ Rue Type Does this rule apply to TCP or UDP?
@ Protocol and Ports ® TCP

@ Action O upp

@ Profile

@ Name

Does this rule apply to all remote ports or specific remote ports 7

() All remote ports

(@ Specific remote ports: |E[}'|
Example: 80, 443, 5000-5010

< Back Next > Cancel
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We will block the connection.

9 Mew CQutbound Rule Wizard

Action

Steps:
@ Rule Type

Pratocol and Ports
Action
Profile

MName

Leave all three applied as

ﬂ Mew Outbound Rule Wizard

Profile

Specify the action to be taken when a connection matches the conditions specified in the rule.

‘What action should be taken when a connection matches the specified conditions?

() Allow the connection
This includes connections that are protected with |Psec as well as those are not.
() Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections

will be secured using the settings in |Psec properties and rules in the Connection Security
Fule node.

(®) Block the connection

< Back Next = Cancel

per the default option.

Specify the profiles for which this rule applies.

Sieps:

@ Rule Type

Protocol and Ports
Action
Profile

Mame

Page 5 of 7

When does this rule apply?

Domain
Applies when a computer is connected to its corporate domain.
Private

Applies when a computer is connected to a private network location, such as a home
or work place.

Public
Applies when a computer is connected to a public network location.

< Back MNext = Cancel

L
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Give it a name.
Mame:
HTTP BLOCK

The FW rule will now be applied.

Next, browse to the same websites as before and you will see that our rule actually blocks this
from happening as they are using port 80 which is for HTTP traffic.

Please browse to HTTPs websites. These will still work as they aren’t using port 80, they are
using port 443.

The below screenshot shows that the same website as before does not work.

B = | B cantreachthispage X | + - b4
&« - O @ @ webscantest.com e ~ 7 e
O Hmmm...can't reach this page
o Try this
o

« Make sure you've got the right web
address: http://webscantest.com

+ Search for "http://webscantest.com” on
Bing

= Refresh the page

Details

However, the below HTTPS website test does work, as expected.

=l ‘ 3 Home - BBC News x ‘ + - 52
= = Wy £ hitpsy//www.bbc.co.uk/news . *x 2 @
BERE o sien News = Sport Weather iPlayer Sounds & More - Search Q

NEWS

Home UK World Business Politics Tech Science Health Family & Education Entertainment & Arts Stories  More ~

England  N.lreland  Scotland = Alba Wales = Cymru | Local News

Brexit must not be
frustrated, May
VOwWs

The prime minister addresses party

activists ahead of a week of crucial
votes in Parliament

@ 10h | UK Politics

Opposition call to oust
Venezuelan leader
Amid bloody violence, the
 Cabinet trio’s Brexit delay warning Venezuelan opposition leader asks
other natiens to consider "all
measures”.

@ 2m  Latin America & Caribbean

o Brexit: A really simple guide

r

« Lonely PM nears Brexit endgame
v

a6 e

Hanged schoolgirl's father “let Supermarket health claims Harry and Meghan arrive in #MeToo Oscars: What's
down" ‘confusing’ Morocco changed?

Adrian Cook says his daughter was Retailers should be more transparent  The royal couple land in Casablanca

ﬂ O Type here to search o

How are women faring in the industry
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Much more can be done with the Windows FW. The rule that we have applied here is applied
only to this PC. Companies will most likely use a Windows Server and issue group policies,
whereby the administrator can set company-wide firewall settings from one panel, rather than
having to go to every PC and change the FW manually.
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