Firewalls



Firewall

A firewall is a security device that monitors incoming and outgoing network traffic and
decides whether to allow or block specific traffic based on a defined set of security rules

A firewall can be hardware, software, or both

It can prevent unauthorized access to your d
or computing devices




Protecting Your Data & Devices

The default rules for a firewall
is that all traffic is allowed out
from the network \ host and
no traffic in unless configured
otherwise
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Basic Windows Firewall

= Incorporated into Windows
- Stateful

« Fundamental rules:
Firewall on/off
Allow apps through
No scope

@' o Wl + Control Panel » All Control Panel tems » Windows Firewall -—I_;-l |

file Edit View Jools Help
Control Panel Home

Allow a program or feature
through Windows Firewall

% Change notification settings

% Tum Windows Firewall on or
off

‘-r' Restore defaults
% Adwvanced settings
Troubleshoot my network

OV 4 50 XL

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

t are network locations?

. & Home or work (private) networks Mot Connected 4_\

Networks at home or work where you know and trust the people and devices on the netwark

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the

list of allowed programs
Active home or work (private) networks: None

Notify me when Windows Firewall blocks a new
program

Motification state:

Connected (&

l & Public networks

MNetworks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the


Presenter
Presentation Notes
No scope as rules apply to all devices
Stateless firewalls keep track of Layer 3 IP info only
Stateful firewalls keep track of IP, Port and packet sequence number.  Most CPU intensive time is connection setup, then stateful firewall can ensure packets allowed through are part of an existing connection by keeping track of port and sequence numebr.
Allow app through is safer than opening port as only open whilst app is running.



Advanced Windows Firewall

@ Windows Firewall with Advanced Security
File Action View Help

ontrol traffic by B

& Inbound Rules Name Group Profile  Enabled  Action  Overide  Program  Local Address  Remote * || Inbound Rules -
B3 Outbound Rules
. Connection Securiy Rules || @ Antivitus Emergency Update Private Vs Mlow  No CiProgr..  Any Any | [ NewRule..
» &, Monitoring @ Antivirus Emergency Update Private Vs Mlow  No CiProgr..  Any Any 15 @ Fier by Profile N
| Apple Push Service Al Ves Mlow  No CiProgr..  Any Ay |
AVG Installer Private Vs Alow  No CiProgr..  Any Any V' Fitter by state 4
[ [ (@ AVG Installer Private Ve Allow No C\Progr...  Any Any T Filter by Group r
A I I I n (@ AVG Installer Private  Yes Allew Mo Ci\Progr..  Any Any View »
@ AVG Installer Private  Ves Mlow  No CoProgr..  Any Any cetresh
@ sitTorrent (Morag) Private Vs Mlow  No Cisersi., Any Any
@ sitTorrent (Morag) Private  Ves Alow Mo CUsersha. Any Any Export List...
BitTorrent (TCP-In) (Merag) Al Ves Alow  No CiUsers\... Any Any Help
ro O CO e BitTorrent (UDP-In) (Morag) Al Ves Mlow  No CaUsers\... Any Any
) @ Bonjour Seniice Private Vs Mlow  No CiProgr..  Any Any
(@ Bonjour Service Private  Ves Allow No C\Progr...  Any Any
(@ Bonjour Service Private  Ves. Allow  No C\Progr..  Any Any
O rt u m e r @ Bonjour Senvice Private  Ves Mlow  No CoProgr..  Any Any
(@ eventManager Application Private  Ves Mlow  No 2 Any Any
(@ EEventManager Application Private Vs Mlow  No Aprogr..  Any Any
(@ EEventManager Application Public  Ves Alow  No Ciprogr..  Any Any
I P r (@ EEventManager Application Public  Ves Mlow  No Ciprogr..  Any Any
Firefox (C:AProgram Files (:86)\Mozilla Fir.. Private Vs Mlow  No CiProgr..  Any Any
(@ Firefox (CAProgram Files (:86)\Morilla Fir.. Private Vs Mlow  No CiProgr..  Any Any
(@ Firefox' (C:\Program Files (:36)\Mozilla F.. Private Vs Mlow  Ne CiProgr..  Any Any
(@ Firefox’ (C:\Program Files (G6)\Mozillz F.. Private  Ves Alow  No CiProgr..  Any Any
. @ Tunes.mst Al Ves Mlow  No CoProgr..  Any Any
' (@ Microsoft Office Groove Private Vs Mlow  No CiProgr..  Any Any
r a l I I I X Of t h e I I l @ Microsoft Office Groove Private Vs Mlow  No CiProgr..  Any Any
- ® Microsoft Office Groove Public  Ves Block Mo Ciprogr..  Any Any
© Microsoft Office Groove Public  Ves Block Mo Ciprogr..  Any Any
@ Microsoft Office OneMote Private Vs Mlow  No CiProgr..  Any Any
Ofire Anehinte Driate Ve Al Nin FaDinnr e A
< 0 8 (i m

ractical exercise on Moodle!!



ShieldsUP Security

The Shields up website (https://www.grc.com/x/ne.dll?rh1dkyd2) All Service Ports function will
test which ports are open on your computer firewall!! (as shown below).

& > C {} @ Gibson Research Corporation [US] | https://www.grc.com/x/ne.dliZrh1dkyd2 ¥r
B Apps [} MewTab (@) Secure Wireless Acc.. (39 TheClan-NCL M Inbox (2970) - pabl.. W] OneFile Login

B8 I

Home v | SpinRite v [ Seruices v | Freeware v | Research v | Other v |

Shields UP 1!

Port Authority Edition - Internet Vulnerability Profiling
by S Gi

Gibson, Gibson Research Corporation

i-‘. Gibson Research Corporation - privacy

Sy

Determine the status of your
system’'s first 1056 ports

This Internet service ports "grid scan” determines the status — Il open, Bl Closed, or Bl Stealth — of your system's first 1056 TCP ports
® 32 ports, represented by each horizontal row, are probed as a group. The results are posted as the next set of ports are probed.

& During off-peak hours the entire scan requires just over one minute.

® For guaranteed accuracy, the scanning time will increase during peak usage when many people are sharing our scanning bandwidth.

® A scan of a stealthed system is up to four times slower since many more probes must be sent to guarantee against Internet packet loss.
® The test may be abandoned at any time if you do not wish to wait for the scan to finish.

® You may hover your mouse cursor over any grid cell to determine which port it represents, or click on the cell to jump to the corresponding Port Authority database page to learn
about the port's specific role, history, and security consequences. (Depress SHIFT when clicking to open new window and allow unfinished test to continue.)

Your computer at IP:

195.11.239.21

Is being carefully examined:




Alternative personal firewalls

- Research three free personal firewalls.

- Why use them instead of Windows Firewall?
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